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ABSTRACT

With the Russian annexation of Crimea and the undeclared conflict in eastern
Ukraine, Western policy analysts have asked if Russia’s actions represent a new, more
covert approach to warfare. Understanding Russia’s perspective on international relations
IS imperative to supporting potential targets of future Russian action, and specifically, to
updating NATO’s defensive protocols that are predicated on response to clear military
violations of sovereignty. This study uses an existing model for the weaponization of all
instruments of state power to examine three case studies that exemplify hybrid political
and military forms of war: the 2008 Russian War with Georgia, the 2014 Russian
annexation of Crimea, and the 2014-2015 war in eastern Ukraine. This analysis reveals

that the concept of hybrid warfare is often too narrowly focused on a conflict’s “kinetic”
aspects. In practice, hybrid warfare begins by establishing strategic objectives and
employing means that violate another state’s sovereignty during a time of peace. Findings
further point to successful outcomes when coercive violence is timed to minimize the
chances of international military response. Hybrid warfare also holds promise for other
malign actors who wish to pursue objectives without directly confronting Western

military strength.
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EXECUTIVE SUMMARY

The term *“hybrid warfare” is used by policy analysts, military leaders,
international organizations, and news outlets to cover a wide range of non-traditional
actions that apparently lack a unifying context. Dismissing hybrid warfare as meaningless
jargon is pointless, however, because it has already gained a level of common usage,
particularly with regard to observations of Russian foreign policy. What hybrid warfare
lacks is a general theory that will serve to frame its use in a meaningful manner, and that
helps distinguish it from the host of other types of “warfare.” More importantly, a good
theory can facilitate an understanding of hybrid warfare’s impact on conventional
deterrence, defensive alliances, and meaningful counteractions. The purpose of this
research was to establish the utility of the concept of hybrid warfare and set a framework
toward a general theory.

This research began with a review of the existing definitions and positions on the
idea of hybrid warfare and discovered that there was a gap between the current thinking
and the foundational understanding of strategy, warfare, and state power. The most
common definitions of hybrid warfare focus too narrowly on the blending of
conventional, irregular, terrorist and criminal organizations and tactics - sometimes
including a supporting information campaign and cyber warfare. Hybrid warfare has also
been attributed to all manner of state and non-state actors, blurring the obvious
differences between a powerful actor who employs select methods as a matter of choice
and a weaker entity whose means of aggression are limited. Based on these observations,
the following hypothesis was formulated: In a condition of total war, a state would
employ every instrument of its national power toward achieving its strategic end but the
determinative instrument would be the state’s military. In a condition of limited war, the
commitment of national power would usually be limited to the strategic objective and
only the force necessary to achieve the objective would be employed. Both of these
pursuits entail a degree of risk to the aggressor’s military. If a state were to attempt to
reach the same strategic objectives through all elements of power while preserving its
military strength, the objectives of war would be pursued during a time of peace and

Xiil



through a hybrid mixture of political warfare and limited violence. An existing model of
potential forms of political and military warfare could then serve as a wider aperture

through which to test hybrid warfare.

The methods used for this research involved a summary study of the nature of
strategic theory and interstate power. With contemporary Russia selected to limit
independent variables, Russian political and military theory was examined in its
contemporary and Soviet-era forms for indications of a disposition favorable to hybrid
warfare. An investigative analysis of three cases—the 2008 Russo-Georgian War, the
2014 Annexation of Crimea, and the 2014-2015 War in Eastern Ukraine was then

conducted utilizing the Callard and Faber Model of the potential forms of war.1

The results of this research indicate that hybrid warfare is a way of synchronizing
the range of possible means toward achieving a desired end, while minimizing the risks
associated with direct military confrontation. Putin’s Russia is an increasingly
authoritarian, offensive-realist state; it has a high-degree of centralized control over all
domains of national power, unity of strategic vision, and a seeming disposition to violate
other nations’ sovereignty during times of peace. Russia has three strategic themes that
shape its objectives: strengthen Putin’s hold on Russian power; affirm Russian
dominance in the post-Soviet space; and the reestablishment of Russia as global power.
In Georgia, Russia created and then froze ethnic rebel conflicts as a point of leverage in
Georgian politics. In both Georgia and Ukraine, Moscow engaged in political subversion,
armed proxy groups, manipulated economic conditions and used different levels of
violence toward achieving strategic objectives for years before the brief introduction of
more traditional forms of military warfare. In Georgia and Crimea, Russia masked the
dynamic change of the status quo behind other world events and kept the level of
violence below a threshold that might induce foreign intervention. In Donbas, Russia
lacked a clear strategic objective and attempted to capitalize on the Crimean success
while world attention was focused on Ukraine, resulting in a costly war that escalated and

risked Western intervention. In all three cases, hybrid warfare continued after the

1 James Callard and Peter Faber, “An Emerging Synthesis for a New Way of War: Combination
Warfare and Future Innovation,” Georgetown Journal of International Affairs (Winter/ Spring, 2002): 63.
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reduction of overt warfare as Moscow worked to prevent the opposition governments
from establishing stable democratic environments and reestablishing sovereign control of

their territories.

The implications for policy are that defensive alliances and expectations for
deterrence against military threats are inadequate when they are limited to defending
against a narrow range of military action. Putin knows he cannot defeat the West
militarily and for all of his nuclear saber rattling, he is pragmatic and calculating in his
calculations about building a strong Russian state, meaning he will back down before he
crosses a line that risks the destruction of his government. Policy should therefore be
crafted to reduce strategic vulnerabilities in non-military domains and limit Russian
options to the military domain. Putin is a realist who believes that only Russia can
guarantee Russia’s security. The international community, agreements and diplomatic
assurances are tools that he will employ toward Russian interests and discard at their first
inconvenience. Putin will likely target any Western influence in Russia and will retain
the initiative for future action by fomenting and freezing conflict in the near-abroad to
coerce his neighbors and as leverage against Western “interference.” Finally, Putin
believes in the relative nature of power. He will not only continue to build his military
strength and demonstrate it to the world, but he will seek to exploit the rifts in what he
perceives are his principle geo-political rivals — the United States, the European Union
and NATO. Hybrid warfare is a vehicle for working toward all of these themes while
retaining the ability to exploit the systems of the globalized, interconnected, and open
West to construct an alternate reality where disturber of the peace can be perceived as a

defender of virtue, and appeasement-minded leaders are offered excuses for inaction.
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l. THE STATUS OF HYBRID WARFARE

On March 18th 2014, the stability of the international order was rocked when
Russian President VIadimir Putin signed the formal admission of Crimea and the Federal
City of Sevastopol into the Russian Federation, completing a nearly bloodless occupation
of the peninsula in less than a month. While the seizure of such a large piece of strategic
territory from a sovereign nation certainly sent shockwaves through the European
continent—whose post-Westphalian sense of stability is bound by a shared belief in the
permanence of geo-political boundaries—the cries of outrage were not accompanied by
significant calls to action. In the past, such a brazen act could have signaled the opening
move of a continental war. However, Russia’s annexation of Crimea was the culminating
event in a cleverly executed series of actions aimed at undermining Ukraine’s national
sovereignty. This operation’s individual components—political subversion, economic
coercion, information warfare, irregular warfare, and ultimately conventional force—
were not particularly unique or novel. Taken together, however, the employment of these
components in a synergistic, hybridization of political and military warfare, singularly
focused on a strategic outcome, resulted in a decisive victory that surpassed Moscow’s
expectations for success.2 As this manufactured “crisis” was unfolding, Western
policymakers, strategists, and media were still struggling to frame a coherent description

of what they were seeing, let alone offer an appropriate counter-action.

Russia employed elements from across its complete spectrum of national power
as the means to acquire strategically important territory; a comprehensive term defining
this type of action, however, remains elusive in the West. With such little violence (only

two Ukrainian soldiers were killed) some international observers have even failed to

2 Michael Birnbaum, “Putin was Surprised at how easily Russia Took Control of Crimea,” Washington
Post, March 15, 2015. http://www.washingtonpost.com/world/europe/putin-was-surprised-at-how-easily-
russia-took-control-of-crimea/2015/03/15/94b7¢c82e-c9c1-11e4-beas-
b893e7ac3fh3_story.html?tid=HP_more?tid=HP_more. Putin has the benefit of hindsight to extol his own
brilliance. With an uncontested success, he was free to claim that he orchestrated every aspect of the
Crimean operation. It is worth commenting that he was surprised at how easy it was, which may have
affected his calculus about how hard a similar operation would be in eastern Ukraine. An estimation that
was arguably not quite right, despite Russian successes.

1



accurately identify the Crimean annexation as a war.3 Others have explained the
operation as “irregular warfare,” in which irregular troops were used to support a
conventional occupation.4 Despite the presence of irregular forces, the occupation was
carried out by regular Russian troops, leading others to conclude that the operation was a
traditional military operation, unique only in the persistent denial of involvement by

Moscow and the lack of violence that ensued.

Despite the frequent use of the term, there is no theory of hybrid warfare and the
uncertain parameters of the term have frustrated efforts to frame actions like the Russian
annexation of Crimea. The narrow focus on the military aspects of the Crimean operation
tends to gloss over the manipulation of Crimean political processes to promote pseudo-
legitimacy, stifle opposition, and slow Ukrainian military countermeasures. A purely
military focus also tends to miss the systematic years-long process of subverting the
Ukrainian political system through voter manipulation, economic coercion, and the
fostering of financial dependency in the years leading up to the 2014 takeover. To
dismiss these actions as anything other than deliberate acts of war that enabled the
occupation would be like using only the knock-out punch in a late-round boxing match to
describe how the dominant fighter won the bout, without looking at all of the body blows
that were landed in the earlier rounds or questioning why the winner intentionally
selected the timing for the end of the fight. A more holistic assessment of Russia’s
actions will lead to a theoretical construct that will facilitate the discussion of
counteractions and set the foundation for a generalizable theory that will apply to other

actors.

3 Carl von Clausewitz, On War, ed. and trans by Michael Howard and Peter Paret (Princeton, NJ:
Princeton University Press, 1984), 75. Clausewitz also provided a simple differentiation between total and
limited war. War takes one of two forms: either it is meant to destroy an enemy’s ability to resist, or it is
meant to seize a piece of territory along the enemy’s frontier with the intention of keeping it or of using it
as a means of leverage in future negotiation.

4 DoDD 3000.07, Irregular Warfare (Washington, DC: Department of Defense, 2014), 14. Irregular
warfare is a “characterization used to describe a deviation from the traditional form of warfare where actors
may use non-traditional methods such as guerrilla warfare, terrorism, sabotage, subversion, criminal
activities, and insurgency for control of relevant populations.” This definition includes many of the
components that have been associated with hybrid warfare — the “hybridity” being the mixed use of regular
military and irregular actors. This thesis proposes a broader definition of hybridity that focuses on the
mixture of political and military forms of war.



A. THE NATURE OF WARFARE AND THE ROLE OF THE STATE

War therefore is an act of violence intended to compel our opponent to
fulfill our will.

—Carl von Clausewitz5

As force and the threat of violence was used to impose Russia’s will on Ukraine,
resulting in the complete capitulation of all Ukrainian forces in Crimea, Ukraine’s
ejection from the peninsula, and the imposition of Russian political control over the
space, Russia’s actions fit Clausewitz’ simplest definition and typology of warfare,
despite the limited level of bloodshed.¢ Russia did not, however, proceed along an
expected linear progression of setting the military objective of acquiring new territory,
escalating tensions, massing its relatively capable mechanized brigades on the border,
bombing military objectives in preparation for a ground attack, and conventionally
marching its formations across the desired territory. Nor did it turn its naval guns on the
Ukrainian symbols of power, which it could have done without lifting anchor. Russia’s
military invasion constitutes an act of war, but its very nature has been questioned
because it did not follow Clausewitz’ proposal for the maximum use of force.” The low
level of violence was not, however, due to any Russian aversion to shedding blood. It was
instead part of a deliberate calculation meant to create the perceived legitimacy of the
action and to preserve Russia’s military means of power by preventing a direct clash of

military force with the West.

In the post-September 11th era, it has become fashionable to ascribe the world’s
woes to non-state actors and invisible networks of transnational terrorists. While these
entities certainly do pose a threat to Western interests and the world order, the level of

that threat is diminished somewhat when a nuclear-armed state begins carving off

5 Clausewitz, On War, 75.

6 Thomas G. Mahnken, “Strategic Theory,” in Strategy in the Contemporary World: An Introduction
to Strategic Studies, eds. John Baylis, James J. Wirtz and Colin S. Gray (Oxford; New York: Oxford
University Press, 2015), 67-81.

7 Clausewitz, On War, 75. Clausewitz proposed the maximum use of force to bring a conflict to a
swift, definitive solution. Hybrid warfare pursues the objectives of war through a slow process of attrition
and “frozen” conflict that are contrary to this idea.

3



portions of sovereign neighbors in a region as presumptively “stable” as Europe. The
paradigm of asymmetrical warfare methodologies attributed to weak entities wishing to
attack the strong has been flipped on its head by a relatively strong power using hybrid,
cross-domain approaches to achieve strategic outcomes against a weaker neighbor
without relying primarily on the application of overwhelming conventional force. Russia
has certainly provided a remarkable contemporary example of this methodology, but the
Russians did not suddenly grasp the potential of hybrid warfare absent a costly learning
curve, nor did they discover that the conditions for the successful implementation of their
innovative approach were less than universal before paying another butcher’s bill. It
should be assumed, however, that they are learning and adapting these methods and that
they are not alone. If hybrid warfare is to become increasingly common among actors
who are in general discord with the West and who wish to avoid the overwhelming
dominance of conventional Western military power, then the modeling and study of these
approaches is an imperative as they may have important implications for expectations of

deterrence, estimations of power, and the significance of defensive alliances.

B. RESEARCH QUESTION

This thesis seeks to answer the following questions: What is the fundamental
nature of hybrid warfare? What are the characteristics of an actor that facilitate the
conduct of hybrid warfare? What conditions must exist or need to be created in order for
an aggressor to conduct hybrid warfare? Does an existing model of military and political

forms of war adequately describe the means of conducting hybrid warfare?

C. LITERATURE REVIEW

After years of simmering debate in academic and military circles, the term
“hybrid” as an approach to warfare was thrust to the fore in 2010 when U.S. Secretary of
Defense Robert Gates published the Quadrennial Defense Review and used the term to
describe the sophisticated means that both state and non-state actors would employ to

mitigate a conventional disadvantage with the United States.8 Secretary Gates’

8 Robert M. Gates, Quadrennial Defense Review Report (Washington, DC: Dept. of Defense, 2010).
4



comments under the heading “Shifting Operational Landscape” hypothesized general
descriptions of a hybrid threat that could involve “protracted forms of warfare, use of
proxy forces for coercion and intimidation, terrorism and criminality to manipulate the
information environment, target energy resources, attack economic vulnerabilities and
exploit diplomatic leverage.”® This description covers a range of means that might be
employed by an aggressor as well as potential methodologies and targets, but it does little
to characterize the nature of the actor or to connect the potential targets to a coherent
strategic intent. Without this framework, hybrid warfare is indistinguishable from its

more visible irregular, asymmetric, or unconventional components.

Since September 11th, 2001 there has been no shortage of terms that have come
into vogue as means of describing the type of war(s) in which the U.S. and its allies have
become participants. Some of these terms come from a long lineage of military thought
and are rooted firmly in the doctrine of the Armed Forces, yet even those definitions may
not reflect the intended meaning when the terms are used loosely in policy circles. Others
are the creative inventions of modern thinkers, toiling to put a form and function to
observations of behavior that seem to fall outside of established paradigms. Some have
overlapping definitions, while others merely sound similar. These terms are legion:
asymmetric warfare, irregular conflict, compound warfare, combination warfare,
distraction warfare, fourth-generation warfare, low-intensity conflict, limited war,
unrestricted warfare, special warfare, unconventional warfare and a host of dimensions
where the term “warfare” and the role of force is far from obvious: cyber-warfare,
economic warfare, political warfare, cultural warfare, and the like. It is part of the human
condition that leads us to try to contextualize things that are new or that we don’t
understand, so it is worth noting how many of those words in the first group have a
negative construction. “We use ‘not’ words to describe things that we deeply believe

should not be: non-state actors, failed states, irregular/ unconventional/ unrestricted/

9 Gates, Quadrennial Defense Review Report.



asymmetrical conflict.”10 Thus, the conventional advocates of “regular” war have

couched those categories as aberrations to a more pure form of traditional warfare.

The sudden (re)emergence of the notion of hybrid warfare led to a scramble to
update existing definitions, reconsider its utility in the context of 2010, and even to
discount its usefulness altogether.11 Among this latter group, strategists like Colin Gray
believe we should “forget qualifying adjectives: irregular war; guerrilla war; nuclear war;
naval strategy; counterinsurgent strategy. The many modes of warfare and tools of
strategy are of no significance for the nature of war and strategy. A general theory of war
and strategy, such as that offered by Clausewitz and in different ways also by Sun Tzu
and Thucydides, is a theory with universal applicability.”12 It is in this same publication,
however, that Gray asserts the United States military is too conventional to adapt to
irregular threats, threats that are difficult to explain without some of those “qualifying
adjectives.”13 A problem arises when the adjective itself is the source of confusion.
“Hybrid” warfare implies a combination of at least two things to produce a unique

offspring. The ambiguity lies in what is being combined.

From those who find some utility in the concept of hybrid warfare, there are two
general schools of thought. The first group believes that hybrid warfare is a useful
concept, but that it is anything but new. They contend that hybrid warfare is simply the
combination of regular and irregular forces on the battlefield; “irregulars” being defined

10 Montgomery McFate and Andrea V. Jackson, “The Object Beyond War: Counterinsurgency and the
Four Tools of Political Competition,” in Unrestricted Warfare Symposium: Proceedings on Strategy,
Analysis, and Technology, 14-15 March 2006, ed. Ronald R. Luman (Laurel, MD: Johns Hopkins
University, Applied Physics Laboratory, 2006), 143-178.

11 pavi M. D’Agostino, Hybrid Warfare: GAO Report to Congress (Washington, DC: U.S.
Government Accountability Office, 2010). In response to a request from Congress to define Hybrid
Warfare, the Government Accountability Office surveyed the services and came away with various
answers. Several services had definitions within service doctrine, but there is no Joint definition, nor was
there a plan to write one. The consensus was that whatever “Hybrid Warfare” is, it is covered within the
defined spectrum of conflict and there is no reason to add a new definition; “The War of New Words: Why
Military History Trumps Buzzwords.” Armed Forces Journal (2009).

12 colin s. Gray, Recognizing and Understanding Revolutionary Change in Warfare: The Sovereignty
of Context (Carlisle Barracks, PA: Strategic Studies Institute, U.S. Army War College, 2006), 4. Gray’s
affirmation of the enduring understanding of the nature of war and strategy are an important part in the
framing of this research, which seeks to connect hybrid warfare to these established foundations.

13 1bid., 4.



as militia, guerrillas, insurgents, and terrorists.14 The U.S. Army TRADOC G-2 expands
this list slightly to include “two or more of the following: military forces, nation-state
paramilitary forces (such as internal security forces, police, or border guards), insurgent
organizations (movements that primarily rely on subversion and violence to change the
status quo), guerrilla units (irregular indigenous forces operating in occupied territory),
and criminal organizations (such as gangs, drug cartels, or hackers)” with a heavy
emphasis on the use of cyber operations.1> This view of hybrid warfare, as limited to
combinations of conventional and irregular forces, perceives only the combinations of the
military forms of war along with criminal elements and cyber-warfare. It is interesting to
the historical study of battles and campaigns but it is of little use in explaining the
combination of military and non-military instruments of power in achieving objectives
that were once the exclusive role of military force.16 It also fails to grasp the nature of an
actor and the circumstances of less-than-overt hostilities that would have to exist for the

effective sponsorship of criminal networks or cyber-attacks.

The second school of thought has numerous definitions for what constitutes
hybrid warfare. Most of these definitions also include conventional and irregular forces,
but give special categorization to the operational reach of terrorism, and then include a
wide variety of innovative approaches to applying technology and resourcefulness to
negate an opponent’s military superiority; a weaker-attacking-stronger dynamic that is
generally associated with asymmetric warfare.17 Others define ‘hybrid’ as the mixture of
battlefields in the information warfare domain through the simultaneous efforts to win

influence over the “populations in the conflict zone, on the home front, and in the

14 peter R. Mansoor, “Hybrid Warfare in History,” in Hybrid Warfare: Fighting Complex Opponents
from the Ancient World to the Present, eds. Williamson Murray and Peter R. Mansoor (New York:
Cambridge University Press, 2012), 1-17.

15 TRADOC G-2, “Operational Environments to 2028: The Strategic Environment for Unified Land
Operations” (August, 2012), 5.

16 Clausewitz, On War. Clausewitz describes the exclusivity of military force to the conduct of
warfare due to the inability of any other implement of power during his time to either attrite enemy forces,
or seize and hold desired territory.

17 Timothy McCulloh and Richard Johnson, “Hybrid Warfare,” JSOU Report 13-4 (August, 2013);
Nathan P. Freier, Strategic Competition and Resistance in the 21st Century: Irregular, Catastrophic,
Traditional, and Hybrid Challenges in Context (Carlisle Barracks, PA: Strategic Studies Institute, U.S.
Army War College, 2007).



international community.”18 The most revolutionary of these thinkers don’t use the term
“hybrid” at all. *“Unrestricted warfare,” as proposed by People’s Liberation Army
Colonels Qiao Liang and Wang Xiangsui claim [Clausewitz’] “principles of warfare are
no longer “using armed force to compel an enemy to submit to one’s will’, but rather are
using all means, including armed force or non-armed force, military and non-military,
and lethal and non-lethal means to compel an enemy to accept one’s interests.”19 This
idea involves a truly long term approach to achieving strategic objectives, but most
germane to hybrid warfare is the assertion that weapons, and their relative effectiveness,
should no longer be measured by levels of lethality.20 Common aspects of peaceful
society such as economics, politics, immigration, and culture “will cause ordinary people
and military alike to be greatly astonished at the fact that commonplace things that are
close to them can also become weapons with which to engage in war.”2! Liang and
Xiangsui would contend that warfare on such a wide spectrum would necessitate
measuring the incremental achievement of a strategic objective to determine the most
effective weapons in a particular arsenal. In summarizing Liang and Xiangsui’s theory,
LTC Nathan Freier adequately covers the range of hybrid warfare by listing the
complimentary use of selective violence along with “political agitation, social
mobilization and political or economic assault at the international, national and
subnational levels.”# Unfortunately, Freier limits the target of this anticipated aggression

to the United States, and to key allies as a means of disrupting U.S. interests, in what he

18 jack McCuen, “Strategy of Hybrid War,” in Hybrid Warfare and Transnational Threats:
Perspectives for an Era of Persistent Conflict, eds. Paul Brister, William H. Natter and Robert R. Tomes
(New York, NY: Council for Emerging National Security Affairs, 2011), 70-82.

19 Qiao Liang and Wang Xiangsui, Unrestricted Warfare (Panama City: Pan American Publishing,
2002), xxi-xxii.

20 pavid Kilcullen, The Accidental Guerrilla: Fighting Small Wars in the Midst of a Big One (Oxford;
New York: Oxford University Press, 2009), 2—-3. David Kilcullen describes the U.S. as trapped in a
conventional thinking cycle that is blinded by its conviction of its own dominance. While America’s focus
has been on conventional strength, other nations have moved to significantly reduce the role of
conventional forces in the conduct of warfare by ‘weaponizing’ other dimensions of their strategic arsenals.

21 Liang and Xiangsui, Unrestricted Warfare, 16-17

22 Nathan P. Freier, Strategic Competition and Resistance in the 21st Century: Irregular,
Catastrophic, Traditional, and Hybrid Challenges in Context (Carlisle Barracks, PA: Strategic Studies
Institute, U.S. Army War College, 2007), 38. Freier calls these efforts “purposeful irregular resistance”
where containment of the U.S. is the primary objective for competitor/ adversary states.
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describes as a new type of anti-American containment conducted by rising competitors.?®
Freier hints at the military-like effects that might be achieved against U.S. interests
through economic or political disruption, but his analysis does not cover how this same

power could be used to disrupt a smaller, less developed state.

The weaponization of what Joseph Nye famously categorized as soft power is a
key ingredient to the usefulness of studying hybrid warfare in more immediate
applications, and are the best methods to meet the economic, diplomatic and
informational aspects of hybrid threats as outlined by Secretary Gates.24 While Nye
characterized soft power as a generally positive means of attraction, these same
mechanisms can be weaponized as forces of coercion and employed in lieu of, or in
concert with, the application of violence. The diplomatic, informational, economic,
financial, intelligence, and legal/ law enforcement portions of the DIME-FIL model of
national power also figure very prominently in the definition of Fourth-Generation
Warfare (4GW).2> 4GW, however, assumes that the nature of war would not change;
only the antagonists and their motivations would be different.26 4GW comes close to
realizing the components of hybrid conflict by “using all of a society’s networks—
political, economic, social, and military—to carry on the fight,” but it is too oriented on
the perspective of resistance and insurgency and becomes unnecessarily limited in

pursuing an objective other than “immediate military victory” by attempting to convince

23 Nathan P. Freier, Known Unknowns: Unconventional “Strategic Shocks™ in Defense Strategy
Development (Carlisle Barracks, PA: U.S. Army War College Strategic Studies Institute, 2008), 34. Freier
points all of the efforts of hybrid campaigns toward containing U.S. influence without directly confronting
the U.S. in a conventional military manner. The Russians are very likely interested in rolling back US/
Western influence in Eurasia, and these effects may be indicative of a Russian Grand Strategy, but the
effects on the U.S. are not the sole reason for Russia to undertake a limited, hybrid action against its weaker
neighbors. There are very real short-term strategic objectives that can be realized more safely and
efficiently through hybrid means than with a full-scale military invasion.

24 Joseph S. Nye, Soft Power: The Means to Success in World Politics (New York, NY: Public
Affairs, 2004).

25 Thomas X. Hammes, “Modern Warfare Evolves into a Fourth Generation,” in Unrestricted Warfare
Symposium: Proceedings on Strategy, Analysis, and Technology, 14-15 March 2006, ed. Ronald R. Luman
(Laurel, MD: Johns Hopkins University, Applied Physics Laboratory, 2006), 65-88.

26 Frank Hoffman, “The Hybrid Character of Modern Conflict,” in Hybrid Warfare and Transnational
Threats: Perspectives for an Era of Persistent Conflict, eds. Paul Brister, William H. Natter and Robert R.
Tomes (New York, NY: Council for Emerging National Security Affairs, 2011), 38.
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the political leadership of an invading force that the continuation of the war is futile.2?

4GW is not a formula for the invading force.

McCulloh and Johnson argued for the importance of understanding the nature and
principles of hybrid warfare. They proposed seven principles of hybrid warfare that they
supported with examinations of the 2006 Israel-Hezbollah War and the Soviet Partisan
efforts on the Eastern Front from 1941-1945.%® Unfortunately, their principles were built
from the perspective of a lesser power employing hybrid techniques to counter the
conventional advantage of a superior adversary. These principles assume an asymmetric
disadvantage for a hybrid force and are not adequate for characterizing the nature of a

hybrid conflict when undertaken by a conventionally advantaged aggressor.

Frank Hoffman is a leading advocate for the study of hybrid warfare. He credits
“new wars,” “open source warfare,” “modern wars,” “polymorphic conflict,”
combinational wars,” and “4th Generation Warfare” as the feeder schools of thought that
have both informed and stymied the thinking that has led to the emergence of the term
hybrid warfare.29 “Hybrid warfare is different because it addresses the difference in
“how” the adversary plans to fight.”30 Hoffman considers hybridity—which by
definition is a mixture of two or more things—to be the combination of conventional
forces, irregulars, terrorists and criminals. This framework helps conceptualize non-
traditional actors (terrorists and criminals) as instruments of the state with a unique
ability to shape an objective during a time of peace, but it also unnecessarily limits the
scope of hybridity to a narrow range of a state’s means.

[There is an] increased merging ... of conflict and war forms. The

potential for types of conflict that blur the distinction between war and
peace, and combatants and non-combatants, appear to be on the rise.3!

27 Hammes, Modern Warfare Evolves into a Fourth Generation, 65.
28 Timothy McCulloh and Richard Johnson, “Hybrid Warfare,” JSOU Report 13-4 (August, 2013).
29 Hoffman, The Hybrid Character of Modern Conflict, 37-38.

30 |pid., 38. Interestingly, Hoffman hits on the notion of “how” the adversary plans to fight, or the
“way” that the means will be employed, but his definitions are usually referenced with emphasis on the
means (conventional, irregular, terrorist, and criminal).

31 Frank G. Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars (Arlington, VA: Potomac
Institute for Policy Studies, 2007), 7.
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Hoffman also highlights the idea that these elements have some level of
centralized control. These activities have to be able to be coordinated and directed to
achieve synergy that works toward desired political objectives. The implication is that the
ability to direct action across all domains is a requirement to conduct hybrid warfare.

Hybrid wars incorporate a range of different modes of warfare including

conventional capabilities, irregular tactics and formations, terrorist acts

including indiscriminate violence and coercion, and criminal
disorder.” These multi-modal activities can be conducted by separate

units, or even by the same unit, but are generally operationally and

tactically directed and coordinated within the main battlespace to achieve

synergistic effects.32

Hoffman later expanded his idea of the battlefield to include the physical and
psychological dimensions of conflict—or the target state’s ability and will to resist—in
Clausewitz’s terms.

Hybrid adversaries simultaneously and adaptively employs a fused mix of

conventional weapons, irregular tactics, terrorism, and criminal behavior

in the battlespace to obtain their political objectives....directed and

coordinated within the battlespace to achieve synergistic effects in the

physical and psychological dimensions of conflict.33

Hoffman specifically identified the blurring of the lines between war and peace,
and supports this with the conceptualization of the war-like effects that can be achieved
through criminal organizations and terrorists, against a target during a time of peace.
What this framework takes for granted is the nature of an aggressor state that is
comfortable employing terrorists and criminal networks to fulfill strategic objectives that
violate another state’s sovereignty; an act of warfare. It then follows that if a state was
willing to sponsor those types of actions to meet its strategic ends, the same state would
be willing to employ economic, diplomatic, and informational efforts toward the same
outcome. Therefore, hybridity must encompass a range of activity that is outside of the

military forms of war and suitable for employment during a time of supposed peace.

32 Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars, 14.
33 Hoffman, The Hybrid Character of Modern Conflict, 40.
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George Kennan, the father of containment theory, called this range of actions “political

warfare.”

Political warfare is the logical application of Clausewitz’s doctrine in time

of peace. In broadest definition, political warfare is the employment of all

the means at a nation’s command, short of war, to achieve its national

objectives. Such operations are both overt and covert. They range from

such overt actions as political alliances, economic measures, and “white”

propaganda to such covert operations as clandestine support of “friendly”

foreign elements, “black” psychological warfare, and even encouragement

of underground resistance in hostile states.**

Paul Brister points the concept of hybrid warfare back at the strategic utility of
limited warfare. “The aim of military strategy is to create a dilemma for the enemy, and
make him choose which objective he will defend, a challenge in the modern era due to
the isolation of numerous potential objectives from interdiction by military force.”35
Extending operational reach to affect these objectives may be difficult, but it is also a
compelling argument for a hybrid form of war that transcends the purely military
sphere.36 Extending operational reach can also be interpreted not just as a function of
projecting forces over physical distance, but as a means of disrupting a target around the

barriers of international sanctions or the expected reactions of defensive alliances and

34 George F. Kennan, The Inauguration of Organized Political Warfare (Washington, DC: Central
Intelligence Agency, 1948). Emphasis added.

35 paul Brister, “Revisiting the Gordian Knot: Strategic Considerations for Hybrid Warfare.” in
Hybrid Warfare and Transnational Threats: Perspectives for an Era of Persistent Conflict, eds. Paul
Brister, William H. Natter and Robert R. Tomes (New York, NY: Council for Emerging National Security
Affairs, 2011): 51.

36 Ronald R. Luman, “Introduction,” in Unrestricted Warfare Symposium: Proceedings on Strategy,
Analysis, and Technology, 14-15 March 2006, ed. Ronald R. Luman (Laurel, MD: Johns Hopkins
University, Applied Physics Laboratory, 2006). In discussing Liang and Xiangsui’s theory of Unrestricted
Warfare, Luman makes the common mistake of assuming that asymmetry is only characterized by the weak
attacking the strong, and that “unrestricted” means there are no rules, 2. He corrects this idea later when he
explains that only the measures are unrestricted, but the objective is “the accomplishment of limited
tailored objectives — a disciplined approach,” 2. Warfare remains limited, tailored, and disciplined only
when there are very explicit rules. Hybrid warfare helps identify the asymmetry of strong-attacking weak
using means that are designed to ensure the kinetic parts of the war stay as limited as the attacker desires.
Luman describes the combatants in Unrestricted Warfare as “small, cell like units that have global reach,”
2. That is certainly true for some domains (cyber warfare, terrorism) where certain effects can be realized
through cyberspace or through commercial travel to a vulnerable target. This cellular description only
applies to certain elements of the hybrid threat, however, as there is still a place for conventionally
organized maneuver forces.
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other standards of deterrence theories.3” For example, a target state’s ability to defend a
critical economic function is more likely to be degraded by a simultaneous cyber-attack
on its banking institutions, blocking the importation of a critical resource, and the
sabotage of a refinery in a chokepoint for international shipping than it is by a tank
brigade moving across a border, particularly if the target nation has domestic defense
laws or alliances that would only be activated in response to a clea